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ACTS
USA & HK

IESTING LEda

|

THLIRMEEOLEC

Thurmelec
France

LCIE ClQ V)
France China

G @

MTL
USA & HK

SVZ

@

NST
China

KOTITI

Kotiti OV)
Korea

ecb-ONLINE
Germany

ECB

AMTAC
Laboratories UK

DAVIS

TESTING SERVOCES

Davis
China

ECL

European
Compliance
Laboratory
Germany

Actions Mesures
France

| 2004-2005

7 layers

swatiyg 127w aracie werdd

7Layers

USA, Germany,
China, Korea,
Japan

Actions Mesures
ADT QATC
Taiwan HK

A
D)

Curtis-Straus
USA

Curtle Straus

Technicare
UK

el

ca
techni

HEMOCES LIMTED

=\ CTS Lab

¥ Carise of Tenthog Servien

CTS
China

CElCEMX.

Certest
Italy

MTL
UK

SVZ

HAZTEC
France

VEO-WORLD

VEO
China

N,

)

NCC
Brazil,
Argentina

Kotiti Global Social

Vietnam Compliance
USA

INNOVA CODDE CCIC V)

Germany France China

2007-2008

Fil
SIEMIC

SIEMIC
USA, China,
Taiwan

METRACEM

METRACEM
France

®

)
iCTK@

ICTK
Korea

TOKAI CORPORATION

IPS Tokai
Japan
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Product Line

C40 =X RE S

L}

=

= &% & =

@

|gné@ﬂ

—T

Location Softlines  Footwear Hardlines Toys Wired EE Wireless EE Food Cosmetics  Analytical Automotive
Bangladesh ° ° ° °
Cambodia ° °
China ° ° ° ° ° ° ° ° ° ° °
Hong Kong ° ° ° ° ° ° ° ° [
India ° P ° ° ° ° ° ) [
Indonesia ° ° ° ° ° °
Japan PY ° ° ° ) [
Korea ° ° ° ° ° °
Malaysia PY [
Pakistan ° ° ° o
Singapore ° ® ) [ ] [
Sri Lanka ° o L ° °
Taiwan ° ° ° ° ° ° ° ° ° °
Thailand ° [
Vietnam ° ° ° ° ° ° o
Guatemala ° °
Mexico ° ° ° ° ° ° [
USA ° ° ° ° ° ° ° ° ° ° °
Egypt 4
France ° ° ° ° ° ° ° ° °
Germany ° ° ° ° ° ° ° ° ° °
Italy ° ° ° O hd
Saudi Arabia ° ° °

Turkey ° ° ° ) ) [
United Kingdom ° ° P ° ° ) ®
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Product Line ' j lgl & $ ”.3 b lg Aé @ E
Location Softlines  Footwear Hardlines Toys  Wired EE Wireless EE Food Cosmetics  Analytical Automotive
Hong Kong ° ° ° ° ° ° ° °

Beijing ° °

Cixi °

Dongguan ° ° °

Guangzhou ° °

Hefei d

Jiangyin ° ) ) ) °
Nanjing ° ° b

Ningbo ° d

Panyu ° ° o d hd

Quanzhou ° [ °

Qingdao ° L ® e

Shanghai ° ° [ hd ® ° hd e
Shaoxing °

Shenzhen ° ° ° ) ) ° [ ]

Tianjin e
Wenzhou ° ° hd

Wuhan °

Xiamen [ (] P

Yongkang

Zhongshan

Zibo L e
Taiwan ° ° ° L d O d b e
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C URAMER S, BIETAGA M, HaRiTLER. Wb R R Smart Home
o MRRTERAGE: HEREFH/RE
« PAN: I5ZF, NFC, RFID %’ﬁﬁ?{}%/iﬁkﬁi i .
* LAN: WiFi, Zigbee, Thread, DSRC 3 .
BEEANEE : .
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/LAYERS ROLE IN AN EVER SMARTER
WORLD

1985-90 Development of “Complex Systems”

Connecting

1987 Later 7layers staff offers first verification & validation services
People g

1990-2008 Connecting people market increases

1992 7layers staff set-up 1stindependent GSM test lab
1999 7layers founded, supporting the “connecting people” trend
2002 7layers launches InterLab® Software System for systematic

management of complex verification & validation services

2008-15 M2M industries and “vertical” markets gain momentum

2010 7layers is involved in telematics, automotive, smart home,
m-health, wearable...industries

2013 7layers joins Bureau Veritas, a world leader in conformity assessment
and certification services for a large number of industries

2014 SODA® Model from 7layers for a better understanding of the
complex requirements of Smart Services and Connected Devices
2015 Smart Services based on ubiquitous connectivity go to market
JLAYERS GROUP Bureau Veritas Smartworld segment expands continuously with new 17

acatiicitione and |1ah evtencinne T



ERVING MANY VERTICAL MARKETS

= PRIVATE SECTOR

s ‘ h = INDUSTRY
mart home

» Industrial IoT
Smartphones etc. _

= Agriculture
Wireless health

= Media & entertainment ...

Wearables ...

o

i

TRANSPORT
= Connected transport systems
= Connected vehicles

= PUBLIC SECTOR
=  Smart cities

= Utilities
= V2X services ... _ _
= Public safety providers ...

7LAYERS GROUP

18



ECHNOLOGIES

= |PWAN Technologies

= 5G
= LoRa
« |TE = Sigfox
= EUTRA-FDD & EUTRA-TDD = LTE Cat.M
= Carrier Aggregation “\\“m\uuunuumu,,,””” = NB-IoT
7

» Bluetooth®
= GPS and A-GPS

= \oice over LTE / VoLTE

\\\\\\l\\\l
\\\\\\\

\
unnngeiy,
N
N

1y,
%,
'/,

= UTRAN 2
. ﬁ;‘;ﬁ'AFDD 2 %, = 802.11x Wireless LAN
. HeUPA % * DSRC/ 802.11p @5.9 GHz (V2X)
= HSPA+ w, =z " CEN DSRC @5.8 GHz (tolling)
= W-AMR 'E//’///,' ZigBee
GERAN = “pread
u = (s .
. GSM E g - W‘(@;,Iess Power Charging
= GPRS = = = NFCzZechnologies (RFID etc.)
- EDGE "By 5, B@AdCast Receiver technologies
= DARP s \\§ FM / AM/ DAB / DVB-T
= AMR § & = Radar technologies
§ &
= CDMA Technologies \\s‘\ \\\\\\\‘\\ = Other Short Range technologies
N

such as CDMA2000, 7 . .
11 S = Application Enabler technologies

TD-SCDMA and others
= S-UPL
= Device Management etc.

= TETRA

7LAYERS GROUP
e



CERTIFICATION — MARKET ACCESS CONCEPTS FOR END-
PRODUCTS

Regulatory requirements
Innovation, Science and
c E F@ I * I Economic Develooment Canada 0 Agm [E

Industry interest group requirements

8 LoRa =@ THREAD Mirrorlink  @QGCF pTCRB
= Suppliers to market
QUALCOMW lenovo m! %n « » I3 Deutsche vodg;me

Private quality policies

7LAYERS GROUP

(Cemen)
OMNIAIR
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http://www.wirelesspowerconsortium.com/

HURDLES TO MARKET

| | |

Private Quality Policy

Suppliers to Market

Industry Interest Groups

MARKET ACCESS POLICIES FOR WIRELESS CONNECTED DEVICES

liy
T

21



ILESTONES OF BV WIRELESS CHINA

ritt7layers (JV between CAICT---MIIT & 7layers Germany ) was founded in 2000.

We have been providing our clients with excellent test technologies and global market access services ever since.

2000 2009 2013

Setup the 1st Joint Setup the CTIA 7layers Brand to be

Venture Wireless Authorized OTA a membership of

Test Lab in Asia Test Lab in Beijing, Bureau Veritas

between CAICT--- P.R.C Group in Jan,2013

MIIT & 7layers

Germany

I >
2003 2012 2020

Joined PVG, Setup Conformance #1 Be One Team as BV
became the 15t Test Lab in Shenzhen, Wireless China with 4
PTCRB accredited P.R.C

. ; Cities & 6 Locations
test lab in Asia

#2 Setup Smart World Test
Center in Suzhou (Anhui
Province, P.R.C) with 5G &
C-V2X & GNSS




DEPLOYMENT OF BV WIRELESS
CHINA

Wireless Technologies
Beijing
» Cellular technologies

GSM/WCDMA/LTE/5G Sub6G/ 5G
mmWave

NB-IOT/CATM

= Bluetooth®

One

Xi'an Anhui

= GNSS/AGNSS
Team
= Carplay
» E-Call/ERA-Glonass
= eSIM
Shenzen



ITT/LAYERS BEIJING

Service Scope:

RF/RRM/Protocol/OTA/ Acoustic/SIM/AGNSS/SUPL
Covered technologies:
GSM/WCDMA/LTE/NB-IOT/CAT M/5G Sub6G/eSIM
Test Equipment:

R&S: 8950G/8980FTA/CMWS500/LBS;
Anritsu:7873LA/7873NR/7834/7834NR;
Starpoint:SP9630/SP9500;

Keysight: UXM;

Comprion:UT3/RSP Tester;

OTA:ETS 8500+RS/Anritsu;

Acoustic: Head-acoustics+RS;

7layers:Interlab SIM




ITT/LAYERS SHENZHEN

1828
BUREAU
VERITAS

Service Scope:
RF/RRM/Protocol

Covered technologies:
GSM/WCDMA/LTE/5G Sub6G
Test Equipment:

R&S: 8950G/CMW500;
Anritsu:7873F/7873L,
Starpoint:SP9500;

Keysight: Anite D9000;




BV/LAYERS SHENZHEN

Service Scope:

EMC/OTA/SAR/RF/Protocol/BQB

Covered technologies:
GSM/WCDMA/LTE/Sub6G/mmWave/Bluetooth/WIFI

Test Equipment:

Semi-anechoic chamber 9*6*6;

Fully Chamber;

ETS OTA Chamber,;

SPEAG SAR:Dasy 5/Dasy6/C-SAR;
CTTL-SYSTEM RTSB-A BQB test system;
Anritsu:7873L;

Keysight:GS8800/D9000;

Comprion:UT3

26



ITT/LAYERS SUZHOU

Service Scope:
EMC/OTA/SAR/RF/Protocol/eCall/ERA-Glonass/
Acoustic/SIM/GNSS/AGNSS/SUPL

Covered technologies:

GSM/WCDMAJ/LTE/5G Sub6G & mmWave/ BT/ WIFI/ C-
V2X

Test Equipment:

OTA: 1 * Chamber;

EMC: 2 * Chamber 9*6*6;

SPEAG:Dasy6/C-SAR;

R&S: 8980FTA;

Starpoint:SP9500;

Spirent: A-GNSS/Zoned Chamber;

Keysight: H-56S;

Comprion:UTS3;

Acoustic: Head-acoustics+RS;




AUDIO RELATIVE TEST SERVICE

TEST SCENARIO AGAINST ITU P.1100/P.1110 & 3GPP & CARRIER STANDARD

28



GNSS PERFORMANCE TEST

BUREAU

29



ZONED CHAMBER FOR GNSS PERFORMANCE TEST

Wireless Terminal GNSS Perf Test

Driving Simulator

Sim3D Environmental Simulation

Real Time Location L
information

30



959G NR FR1 RCT & C-V2X RCT TEST SYSTEM

Supported RF Conformance Test Standard

« 38.521-1 SAFR1

« 38.521-3 NSA FR1

« 38.521-4 RF Demod/CSI Reporting FR1
« 38.533 RRM FR1

Supported RF Carrier Acceptance

e TMO Test Cases
« VZW Test Cases
« ATT Test Cases

Supported C-V2X RF Conformance Test Standard

» 36.521-1 (WI-281-47;W1-282-47) RF Test Cases




2G NR FR1 & FR2 PCT & C-V2X PCT TEST SYSTEM

FR2 FR1

Supported Protocol Test Standard

« 38.523-1 NSA Option3(FR1,FR2),SA Option2(FR1,FR2)
« 31.121(CT6) USIM

« 31.124(CT6) USAT

/‘/— SIM Programmer Switch

Supported Protocol Carrier Acceptance
« CMCCTC

« CTC

« CU

« NTT

» Rakuten

« TMO

s VZW

° ATT FR1 system - conducted ; FR2 system - OTA

ClU 2D MPAC Chamber

Supported CV2X Protocol Conformance Test Standard
#36.523-1 (WI-281-47;WI-282-47) Test Cases




2G NR FR1 SIM TEST SOLUTION---ECT9610 &
UTP1000

BUREAU
VERITAS

FR1

Supported Test Standard

Supported Carrier Acceptance

38.523 PCT
31.121 USIM
31.124 USAT

China TelecomTest Cases

5G

&R

USIM-F 4138

-
G
-
SGREHRIIZ
Conformance Assessment Table 3.80.1_20201205_1025 powered by CETECOM GmbH
Specification | Test Case TC Description Wyt Band Catego; T - V‘"m";:m:’:"“"v e e
31121 531 SUCI calculation by ME using null scher WI-608-NR usiM All A 226,227 304 hi
31121 532 SUCI calculation by ME using profile B |WI-508-NR usim All A 226,227 304
3121 533 UE by SUCI during initial rg WI-508-NR usim All A 226.227 304
A1 534 UE identification by SUCI in response to WI-508-NR. usim Single A 226,227 l @4
31121 536 UE identification by SUCI in response to| WI-608-NR usiM Single A 226,304
31121 536 UE identification by SUCI in response to| WI-508-NR. usim Single A 226,227,304
3121 537 SUCI calculation by the ME using null s¢\WI-508-NR usim All A 226.227 304
31121 538 UE identification by 5G-GUTI - Last Reg|WI-508-NR. usim Single A 226 304
3121 539 UE by 5G-GUT| - Last Reg WI-508-NR usim Single A 226,304
A1 5310 UE identification after SUPI is changad |WI-508-NR usim Single A 226,304
31121 5311 SUCI calculation by ME using Profile A |WI-608-NR usiM Single A 226,227 304
31121 5313 SUCI calculation by ME using null scher WI-508-NR usim Single A 226,304 227
3121 5314 SUCI calculation by ME using null scher WI-508-NR usim Single A 226,304 227
321 5315 SUCI calculation by ME using null scheq WI-508-NR usim Single A 226,304 227
31121 5316 SUCI calculation by ME using the lower | WI-608-NR usim Single A 226,227,304
31121 5317 SUCI calculation by ME using Profile B {WI-508-NR usim Single A 226,227,304
311 561 Display of 5G Oparator PLMN name fron WI-508-NR usim Single A 226,300
31121 562 Display of registered 5G PLMN name fro| WI-5608-NR usim Single A 226,300
3121 1611 procedure for EAP-AKA' {WI-508-NR usim Single A 226
321 1512 |Authentication procedure for EAP-AKA' {WI-508-NR usim Single A 226
31121 1613 |Authentication pracedure for EAP-AKA' {WI-508-NR usim Single A 226
31121 1514 |Authentication procedure for EAP-AKA' {WI-508-NR usim Single A 226
3121 1621 procedure for 5G AKA - AWI-508-NR usim Single A 226
321 1522 |Authentication procedure for 5G AKA - AWI-508-NR usim Single A 226
31121 1623 |Authentication pracedure for 5G AKA - fWI-508-NR usim Single A 226 168
91121 1524 procedure for 6G AKA- afl WI-508-NR. usiM Single A 226

12 B SR A




5G NR FR2 RCT & CTIA OTA TEST SYSTEM---H56M

FR2

Supported RF Conformance Test Standard

38.521-2 SAFR2

38.521-3 NSA FR2

38.521-4 RF Demod/CSI Reporting FR2
38.533 RRM FR2 (Up to 2A0A)

Supported RF Carrier Acceptance

e TELEC
e VZW & TMO & ATT Test Cases

Supported CTIA OTA Test Standard

Test Plan for Millimeter-Wave Wireless Device Over-the-Air
Performance v1.0.1

1528
BUREAU
VERITAS




FR1 SISO/MIMO OTA SYSTEM

FR1

Supported SISO OTA Test Standard —
WETS-LINDGREN TElEIRNUR
CTIA Test Plan 3.8.2 Apr 2019 - i 7 o I_Uﬂ

(Next test plan version 3.9 will include NR FR1
SA, NSA is coming soon with v4.0)

Supported MIMO OTA Test Standard

5G Model including HST model

3GPP TR 38.827

® ..
e .
. *
Test Zone
/W\ih 20ecm
. Y diameter *
Amplifiers —
c00DOO0COm
0 s
e W L4



2G NR FR1 HST

FR1

EREFNS~MEHERS L T

P patte patter
—_— frd ”
P o 2,
*A%884388RESEREREER 88088538 -
-0 = FECHAARAARARRARARRASSEER
~ N kS cell - — 200 \ -20. 200 2107
\I-II Power 7,
AJ F2 NR/NXHEISAN T o f 7 T
- Z -
2 1907 TSk 1907
[ N
= A
Ea ™
o 150 1
70
00 o B
0 %

A 32 NR + 2 LTERINSAM .

{8 & Vertex (5B EBZ528XD5HE
O FE A B FR S

B 2 ML B S R AR I AR

MK L inE SR = A ERE
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C-V2X SPEC ARCHITECTURE

WSMP (IEEE (SNSRI
1609.3) DSMP

OmniAir ETSI CCSA
. Applications ITS Applications Applications
ke
© .
Message - X Message Dictionary +H4E N Ak ‘
Layer S B
""""""""" ¥ i ADME JE—
> L A AR TCP/UDP
=

Network Layer

ProSe ProSe ProSe
Signalling Signalling Signalling
Physical Layer &
Access Layer

Covered By

Spirent

3GPP Scope
BUREAU
| VERITAS |

37
e



C-V2X CONFORMANCE TEST SCNARIO

GNSS Simulator

A

Covered By
Message Spirent
Layer/Application buT
______ tayer e S
?

Network Layer

RF

IP/Ethernet

Serial

PCT Test Manager
3GPP Scope covered
by Keysight

Test cases

Physical Layer &
Access Layer

CT Adaptor

Test system PC

RF/RRM Conformance Test Configuration Protocol Conformance Test Configuration

1
38



NEW FURTHER TEST TOPIC IN C-V2X

‘Global bositivoning‘
System (GPS) | . ) V2X Test Bed GUI

GNSS
Simulat

A &Omvh A »
-m A >

Do not pass Blind curve/local Road works \ 08U /
warning (DNPW) hazard warning warning A

N :

- A o

a o> B - -A!’k& §

Intersection movement assist Vulnerable road user (VRU) Left tum
(IMA) at a blind intersection alerts at a blind intersection assist (LTA)

BUREAU

39



SECURITY SOLUTIONS

NRZZE

m RKREREIZTMIKARS (EMVCo / Visa)
n BT FHEIER; pos Rk R RS E SR
n DEEN: FEEFIMR + BrE(T + MgLeF

48%

B2 f CAGR (2016-2021)
From 110Bn — 775Bn USD

iCTK@,)

A BUREAU VERITAS GROUP COMPANY

i3]

BRE

Mg ENRERAG R
5CEA LetiGfE
IR 5% (B Bh1E)

KA E] A JLAN B 4838 2 JLK

41%

gL LIRS ME CAGR (2015-2020)

From 9Bn — 50Bn USD

SN

A 4K
5 \VLATRN

NIEARSS

B

A
(=

1




AUTO CYBERSECURITY PENETRATION TEST

SERVICE

HIGH LEVEL ARCHITECTURE

DEVICE UNDER TEST

ECU FAMILIES

o
o i 0
Qw40  COMPLEX
P — SUB-SYSTEMS
o §f o
(o)

COMPLETE CARS

-~

KEYSIGHT TEST AUTOMATION PLATFORM

HARDWARE SOFTWARE & SERVICES

CONNECTIVITY GATEWAY EXPLOITATION SOFTWARE AUTOMATED ATTACKS

Cellular Port scanning Install ETP
WiFi Fuzzing Shut down service
Bluetooth Flooding (DDoS) Capture data
CAN Denial of service attacks Future capabilities
Future capabilities Future capabilities

Application and Threat Intelligence Subscription

POWERED BY




YSTEM SETUP

Protocol specific connectivity gateways Management servers

Windows Management server
Keysight PEN test platform

USB based connectivity hub
WIFI, Bluetooth, CAN, and more

A

Linux based recon and fuzzing server

Exploitation and service attacks

E7515A Keysight UXM 4G
2G, 3G and 4G cellular connectivity

J N

E7515B Keysight UXM 5G + C-V2X
5G + C-V2X cellular connectivity
*Support manual registration only now

\4
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THANK YOU

FOLLOW US

on social networks
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https://www.linkedin.com/company/bureau-veritas-consumer-products-services
https://twitter.com/bvcps

